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ARTICLE INFO ABSTRACT

Keywords: Time-sharing of Quantum Key Distribution (QKD) transceivers with the help of optical switches and a
Quantum key distribution networks central Software-Defined Networking (SDN) controller is a promising technique to better amortize the large
Optimization

investments required to build a Quantum Key Distribution Network (QKDN). In this work, we investigate
the implications of introducing Time-Division Multiplexing (TDM) in trusted-relay QKDNs at the wide-area
network scale in terms of performance and cost-saving. To this end, we developed both a Mixed Integer
Linear Programming (QTDM-MILP) model and a Heuristic Algorithm (qTDM-HA) to solve the allocation of QKD
transceivers and network resources for a novel switched QKDN operating scheme: qTDM-QKDN. Our heuristic
method provides a close-to-optimal resource planning for the offline problem that computes the minimum
number of QKD transceivers and optical switch ports at each node, as well as the number of quantum channels
on each link required to satisfy a target set of end-to-end secret-keyrate demands. Moreover, both the model
and the heuristic provide the time fractions that each QKD transceiver needs to peer with each neighbor QKD
transceiver. We compared our proposed model and heuristic algorithm for cost minimization with non-time
sharing QKD transceivers (nTDM) as baseline. The results show that qTDM can achieve substantial cost-savings
in the range of 10%-40% compared to nTDM. Furthermore, this work sheds light on the selection of the value
for the working cycle T and its influence on network performance.

Efficient network deployment
Shared QKD transceivers

1. Introduction While quantum computing is in its initial stages, and its integration

into industrial contexts will be a gradual process [2], it is imperative

Quantum technologies have emerged as viable tools with the poten-
tial to revolutionize various fields, ranging from secure communication
and computing to precision measurement and sensing [1]. In the realm
of security, the implications are profound. Quantum computers pose a
substantial threat to data integrity, exposing the inherent vulnerability
of existing security frameworks to their computational capabilities [2].
In turn, Quantum Key Distribution (QKD) promises security against
such quantum threats.

QKD is a cryptography technique that leverages the principles of
quantum mechanics to enable secure communication between two
parties. It involves the transmission of quantum bits or qubits over
a communication channel, where the properties of quantum particles
ensure the detection of any eavesdropping attempts. QKD provides a
secure exchange of cryptography keys to face the power of quantum
computers that could compromise traditional encryption methods [3].
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to advance research in QKD and its compatibility with existing network
infrastructure. This proactive approach ensures a secure transition into
the quantum era, safeguarding data integrity.

To implement QKD systems at a network scale, various techniques
have been explored, including optical switching, quantum repeaters,
trusted relaying, and untrusted relaying [3]. Optical switches are the
natural tool to build cost-effective QKD networks (QKDNs) because they
allow the sharing of devices at the QKD layer [4,5] by enabling the
routing and reconfiguration of quantum channels (q-chs) as in [6,7].
Despite this, switches introduce impairments in the quantum channel
(g-ch), mainly in the form of losses, which reduce the key generation
capacity [8]. Addressing these challenges is crucial for the effective
deployment of QKDNs.

In addition, the limited distances supported by g-chs necessitate
a relay mechanism to enable secret-key exchanges between any pair
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of nodes in a network. This need has driven research into quantum
repeaters as potential solutions [9-11]. Although quantum repeaters
are promising, their maturity for real QKDN deployment is still a
pending task. For the time being, the best practice implies relying on
trusted relays [12]. Trusted relaying, combined with the use of the One-
Time Pad (OTP) encryption [13], facilitates the generation of quantum
keys by any pair of nodes in the network at acceptable rates.

Under trusted relays, intermediate nodes perform key storage and
break the continuity of the g-ch, whereas untrusted relay schemes do
not use key storage and simply extend the length of the q-ch [14]. How-
ever, this latter extension is not unbounded and cannot be cascaded,
so trusted nodes remain necessary, in practice, in a network-wide
extension. Therefore, most of the research on QKDN planning and
optimization has focused on trusted relaying. This is also the target
scenario of our work, supported by the use of optical switching.

On the other side, the past decade has witnessed experimental
demonstrations of various QKD protocols, making significant progress
towards realistic QKDN deployments. Existing QKD protocols, includ-
ing Bennett-Brassard-1984 (BB84), Coherent One-way, Measurement
Device Independent, and Twin Field, among others, have been compre-
hensively studied [3]. Numerous experiments, such as those highlighted
in [15-19], attest to the feasibility of these protocols. However in our
work, to avoid adding variables that can blur the real effect of shared
QKD transceivers, we have used only BB84 in our simulations, although
the model may easily be extended to consider other protocols, applying
the principles of hybrid schemes like in [12].

However, the deployment of optical QKDNs is quite challenging
from a techno-economic point of view [20], since the currently avail-
able commercial equipment required to establish a single g-ch features
prices starting at 5-digit in dollars. This factor is likely to hinder the
creation of large QKDNs and the rapid massive deployment of this
technology. Therefore, ways to improve the utilization of the QKD
transceivers' seem to be of great practical interest.

In a QKDN deployment, it is essential to take the target applica-
tion scenario into account, as it dictates the necessary connectivity
and secret-key demands. Our focus is focused on a specific use case
illustrated in Fig. 1—the Quantum Virtual Private Network (qVPN)
scenario. This scenario can include critical government or corporate
data centers that host databases and applications requiring fully secure
point-to-point connectivity across different locations. Applications in
different locations can exchange data securely across the infrastructure,
leveraging end-to-end secret-key-based communications.

For example, a network administrator may seek to replicate a
database securely on three nodes while restricting access to the data
solely to applications running on those specific nodes. The keys ex-
changed over the QKDN are employed to encrypt qVPN tunnels, tai-
lored to the specific applications utilizing the encrypted connection.
The security of each connection is determined by the key renewal rate.
Consequently, different qVPN instances exhibit different key renewal
rates, ensuring adaptability to the diverse requirements of different ap-
plications. This scheme allows for bundling several related applications
into the same qVPN, thus making the QKD system more scalable. The
requests for keys will be initiated at nodes marked with arrows going
down in Fig. 1, with their destinations identified by nodes featuring
arrows going up. Arrows, also, have been incorporated into the discon-
tinuous lines within the Physical Layer, to offer a visual representation
of how the Software Defined Networking (SDN) agents manage the
relay paths for keys (the SDN controller coordinating the agents is not
shown in the picture for the sake of clarity). Consequently, each g-ch
facilitates key generation via hop-by-hop OTP as long as the capacity
to generate an equivalent amount of keys that support the OTP process
is guaranteed on the relay links. The direction in which the g-ch is

1 The generic term QKD transceiver is used in this manuscript to refer to
any of the endpoint devices in a q-ch, either transmitter (Tx) or receiver (Rx).
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Fig. 1. qVPN: end-to-end key exchange over a QKDN.

established on each link, a decision made by our tool considering the
network resource allocated, is independent of the direction of the key
relay managed by the SDN agent.

Off-line QKDN resource planning requires determining in advance
the target key rates intended to fulfill the security level for the com-
munication among networked applications. This model operates under
a pay-as-you-grow and fully guaranteed service framework, where the
QKDN scales in response to the new demands of clients with no impact
on the existing key rate reservations. In other words, the goal is to
provide deterministic security levels in terms of key renewal rates.

Unlike scenarios that assume random dynamic requests, in our
network model the QKDN manager pre-defines target key renewal rates
(k in keys/s) between every pair of nodes. Transport Layer Security
authentication and encryption within user applications are assumed
to occur on top of the QKD Layer. Network performance control and
orchestration are ensured by the SDN agent. Fig. 1 shows the routing
of end-to-end secret key demands (k,, k,, k;) among three pairs of
nodes. On each link, the accumulative key demands of the relay paths
traversing it must be generated, regardless of the path relay’s direction.
These keys will support a specific key relay mechanism (OTP), enabling
the establishment of keys between non-adjacent end-to-end nodes [12].
The network designer and operator strategically allocate QKD-enabling
resources, including QKD transceivers, optical switching devices, and
g-chs, across the topology to meet every aggregated demand on the
links.

In this paper, we introduce and study ¢gTDM-QKDN (quantum
transceiver TDM QKDN), a scheme in which QKD transceivers are
shared over time by means of a pre-established periodic configuration.
As originally proposed in [21], time-sharing QKD transceivers may be
useful in reducing the cost of a QKDN with the help of configurable
optical switches and QKD transceivers, via an SDN controller. This
work develops the qTDM-QKDN concept thoroughly to understand
the nature of the device-sharing problem on a periodic basis. We
propose a practical model for planning and analyzing the potential cost-
savings achievable under this approach. The problem is evaluated in the
scenario of trusted key relaying, as the current best practice to make
QKD scalable; however, the technique is also applicable to settings that
include untrusted nodes. Although, in our work, we use BB84 as a
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Fig. 2. Concept of Time-Division Multiplexing of quantum transceivers in a trusted-relay QKDN where the peering schedule is repeated each period 7.

reference to compute the key generation rates on a q-ch, the planning
technique introduced in this article is valid for any QKD protocol. The
paper extends on two posters by the authors in [22,23] where the
problem statement was made and some initial heuristic results were
presented.

This article is organized as follows. Section 2 is a review of related
work on QKDN design and optimization. Section 3 presents the time-
sharing concept under study. Subsequently, the implications on the
g-ch by using optical switches are analyzed in Section 4. Sections 5
and 6 introduce a mathematical programming model and a heuristic
algorithm (HA) designed for planning and deploying QKDNs to meet
the expected key renewal rates. The findings and conclusions are
detailed in Sections 7 and 8.

2. Related work

The need to generate end-to-end secret keys within QKDNs has
led to intense research in this area. Most approaches assume random
arrivals of secret key requests or key exchange rate requests, as seen in
works such as [6,24-28]. For instance, in [26], nodes maintain a pool
of pre-generated keys, refilling it when their quantity falls below a pre-
set threshold, in order to deal with the uncertainty of real-time request
completion. The work in [29] suggests employing multiple disjoint
paths simultaneously to carry the dynamic demands to increase the
throughput and improve security. However, problems such as delays
in key generation and the likelihood of blocking persist under all
dynamic schemes despite enhancements, especially when resources are
limited [26,28].

In contrast, this paper looks into a less-explored deterministic
scheme, where target secret-key demands between non-adjacent nodes
are predetermined as part of the QKDN’s security policy [30-33] and
applications consume, during a period T, the keys generated and stored
in the precedent period 7. This is an original key management scheme
that we adopt in combination with periodic-based time-sharing.

The concept of time-sharing in QKDNs has been explored in past
works, primarily in two forms: time-shared QKD transceivers [21,22,
26,34] and time-shared QKD links [24,31,35]. While [21] introduced
a field test of SDN-based resource scheduling mechanism for time-
sharing a QKD receiver among multiple transmitters, applicable to
point-to-point links and limited multi-hop paths, and [34] investigated
recalibration time and key rate impacts of optical switches, these stud-
ies were conducted in small-scale laboratory settings. In contrast, our

work addresses sharing at the network scale, aiming at programming
large- and medium-scale QKDNs.

Moreover, the peculiar performance of the QKD technologies con-
strained by the g-ch length and the high device costs have fueled
the research efforts in optimal deployment. Prior works [20,32,36]
focused on optimizing QKD transceiver spatial distribution, minimiz-
ing the cost of deploying QKD-over Wavelength Division Multiplexing
(WDM) backbone networks. While [12] proposed a hybrid deployment
perspective using trusted and untrusted relays, and [37,38] advocated
mixed ILP-based optimization, the approaches do not include peri-
odic TDM-sharing for deployment cost optimization nor periodic key
provisioning.

On the other hand, our work shares partially its objectives with [39],
which investigates the reduction of QKD transceivers using optical
switches. However, its emphasis is set on assessing the impact on key
generation rates within a single path, lacking the scaling of the problem
to a network environment with complex topologies. This involves
accounting for the number of enabling resources such as switches or
quantum channels, the number of transceivers for each node in the
network, and how the relationships between them will be. These tasks
are addressed in our work.

In summary, to the best of our knowledge, existing works have
not comprehensively addressed the computation and minimization of
the QKD-enabling resources required to support periodic secret-key
demands on a time-sharing QKD transceiver scheme. The allocation of
QKD-enabling resources is performed taking into due account the g-ch
impairments that affect the key rate and the important overhead im-
plied by re-starting QKD sessions when switching over, unlike previous
works. Our contribution lies in providing a full mathematical model of
the qTDM-QKDN concept, able to calculate for a target set of demands:
(1) the minimum QKD transceivers at each node, (2) g-chs between
every node pair, (3) quantum peerings and connection time between
adjacent devices, and (4) required switch ports at each node.

3. qTDM-QKDN concept

Fig. 2 shows an overview of the qTDM-QKDN target network
model. This scheme works based on a period T, during which a QKD
transceiver may peer with some adjacent devices to generate keys,
may be idle for some time, or even establish a directed connection
without passing through an optical switch. For each end-to-end request
of keys, one or even backup paths will be established to provide keys
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for key relaying on the links that make up the selected paths. The
key relay process is performed through trusted relays using OTP, as
in conventional trusted relay schemes (for example, in [12]). For that,
our network design must be able to provide as many keys in the relay
links as end-to-end key requests are using it. In the case of key relaying,
it occurs progressively on intermediate links as long as generated keys
exist in the key storage at both ends of the link. Thus, when the cycle
T ends, the end-to-end keys that need key relaying will be available on
both non-neighbor network nodes.

The actions that take place during the period T are commanded
by a central SDN controller which configures the optical switches and
restarts the QKD process for each device whenever a switching event
occurs. Optical switches are used to split T into time-windows (see
Fig. 2) to enable the sharing of QKD transceivers. The SDN controller
also drives the end-to-end key exchange with OTP and keeps the key
store of each node filled at the pace required to satisfy the target
demands. These key demands are set in advance by the QKDN manager
according to the security level required between each pair of nodes.
The SDN and key storage controllers needed to orchestrate the network
are not shown in Fig. 2 for the sake of simplicity. They are common
elements of time-shared and non-time-shared QKDN, and hence they
do not make any difference in deployment costs.

The concept in Fig. 2 constitutes an example of what our tools
pursue. For instance, node 5 needs two QKD transceivers to meet the
key demands that traverse all its links according to the demands around
it and computed by the tools. To this end, device 5.1 will peer with 4.1
during a time #5_4, and device 5.2 will be shared by 2.2 and 6.2, for
times 7,_s and f¢_s, respectively. In other words, the tools determined
that the sum of all the service time needed at node 5 (t5_4, t,_s, t5_s) is
greater than 7 but less than 2 - T, and therefore two QKD transceivers
were assigned to this node. To make it possible that Node 4 and 3 have
exchange keys in the intermediate links of its path — let’s say links (3,2),
(2,5), (5,4) — within the time devoted to each connection t5_y, t4_s, f5_3
enough number of keys have to be available to apply OTP and relay the
keys for the request from 4 to 3 and for all request that use this link.
Thus, all key storage on the network will be filled before T finishes. In
this way, the scheduler guarantees that during the current period T the
keys generated are enough to match the demand for the next period T'.
Thus, in the next period, these keys will be consumed by the application
running on each node, while on the QKD Layer, the keys for the next
period are being generated.

For the sake of maximum efficiency, given the reduction in the
effective key rate with distance and the use of the switches, our model
also considers the possibility of having transceivers that avoid the
switch when is not worth sharing. It occurs in cases where time sharing
would not be efficient due to switching overhead or because the device
has high utilization with a single connection. For example, device 5.1 is
not attached to the switch to avoid additional switching impairments.

After the deployment phase or interruptions due to malfunctions,
the proposed system requires a bootstrapping time for generating keys
before the nodes can restart exchanging keys. If waiting for a bootstrap-
ping time is not possible pre-shared keys, refreshed from time to time,
might be a good strategy to overcome this issue.

In summary, our tools can calculate the number of QKD transceivers
and g-chs needed to satisfy a required target set of demands. In addi-
tion, it can compute the share of T that the devices will devote to each
neighbor transceiver and discriminate where to use optical switches to
take advantage of reusing devices for multiple connections it is possible.

4. Practical issues of switched QKD channels

In the context of switched QKDNSs, specifically within the qTDM-
QKDN framework, two practical challenges arise. The first considera-
tion is the switching and recalibration time 7, of a g-ch after a switching
event [8]. A straightforward approach to minimize the relative impact
of recalibration is to set the period for the TDM process T' (an open
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design variable in our model) such that T > r,. However, this ap-
proach discussed in-depth in Section 7, may result in a longer working
cycle for the network. This would reduce the network’s responsiveness
to potential malfunctions or variations in key requests from the network
administrator. In qTDM-QKDN, we assume the selection of T to be
predefined before the solver or algorithm computes the paths for the
end-to-end demands and the QKD-enabling resources.

The second aspect involves being aware that an optical switch
within the q-ch introduces insertion loss and crosstalk, thereby reducing
the secret key rate compared to an equivalent g-ch without a switch in
the middle [8]. To mitigate these effects, our approach in qgTDM-QKDN
imposes constraints on the utilization of optical switches, as depicted
in Fig. 2. This strategy ensures that the deployment does not introduce
more QKD transceivers than a conventional setup without applying
TDM, as illustrated in Section 7. Instead, it leverages the idle time
of unshared transceivers for efficiency in the use of those expensive
resources. However, if these advantages cannot be harnessed for certain
nodes, unshared QKD transceivers implementation becomes necessary.

According to the cross-connection of a g-ch through a switch in
qTDM-QKDN, three distinct settings can be identified, as illustrated in
Fig. 3. At the top, a q-ch directly connects a pair of QKD transceivers,
achieving a secret key rate (SKR). In the middle setting, q-chs facil-
itating peering with the central device (red square) must traverse the
switch dedicated to sharing the central device. Here, both g-chs (X-Y
and Z-Y) are affected by switch impairments, resulting in a lower secret
key rate (SKR’) compared to SKR. Finally, in the bottom setting,
while g-chs from node X to Y and node Y’ to Z mirror the middle case,
the g-ch between node Y and node Y’ must pass through two switches if
a peering between connected devices is required. This leads to the low-
est secret key rate (SK R"") among all settings. Therefore, the hierarchy
follows SKR > SKR' > SKR'". Furthermore, QKD transceivers can be
categorized into three possibilities. A QKD transceiver is labeled as type
0 when it establishes an unshared connection. If the output interface
of a Tx or receiver Rx is not linked to a co-located optical switch but
is connected at the other end, it falls into type 1 (illustrated by green
squares in the SKR’ case in Fig. 3). Lastly, devices are classified as type
2 if the transceivers at both ends of the q-ch have co-located an optical
switch.

Therefore, to assess the impact of switching on the secret key rate
(SKR) concerning the g-ch length (/) and the impairments introduced
by the switch, we shall use as a reference the theoretical estimation
given by [8,40] for a particular realization of decoy-state BB84 protocol
where:

SKR=q-{QF - OF - Hy(V) = Q, - fuc - Hy(E,)). e))
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Fig. 4. Effective key rate estimation SKR,(bits/s) used for BB84.

where ¢ is the basis reconciliation factor that depends on the implemen-
tation of the protocol, ¢ = 0.5 for the standard BB84 protocol because
the probability that the transceivers have chosen a compatible base is
50%. Furthermore, The subscript u represents the intensity of signal
states, and Q, corresponds to the gain of these signal states. E, is
used to denote the overall quantum bit error rate (QBER), while QIL
is associated with the lower bound for the gain of single photon states.
Additionally, eﬁ/ denotes the upper bound of the error rate of single
photon states. H, is the binary Shannon entropy function given by
H,(x) = —xlog,(x) — (1 — x)log,(1 — x). The efficiency of error correction
iS feC'

Using optomechanical switches with crosstalk levels below —20 dB,
as demonstrated in previous work [8], results in negligible penalties
within the g-ch. Consequently, the transmittance of each g-ch is pre-
dominantly determined by the fiber loss coefficient, denoted as «, and

the insertion loss of the optical switches L;.
al+Lg

N =1Ngy 107710 2

The receiver intrinsic transmittance is #ng,, a takes a standard
monomode fiber value of 0.2 dB/km, / and L are the g-chs length,
and the insertion loss of the switch, respectively. L, = {0,1.2,2.4} dB
for each g-ch described in Fig. 3. According to [40] the lower bound
for O, and the upper bound for ¢, can be estimated by

2,—u 2 2_ 2
L_ K¢ v ul i
= Lol — eH— _E . e | 3
0 P 0, 0, 2 B 0, 052 3
E,-O
o = L. “
Ql

Finally, the overall gain in signal states and decoy states through
the desired transmission path and the overall QBER in signal states can
be described as [8]

0,=Yy+1-e™ (5)
0,=Yy+1-e" (6)
ey Yy+ey (1 —e™ M)
E, = bl el B S @)
9,

Assuming y = 048, v = 0.05, ¥, = 6.8- 1075, ¢, = 2.3 %, ¢, = 1/2,
fee = 122 and ni, = 0.1 like was described on the experiments
of [8,40], we can obtain a function S K R(!) in bits per pulse. To convert
it to bits per second, we assume a typical value of the time window of
2.5 GHz [16]. However, the SK R estimation (shown in Fig. 4) includes
also the privacy amplification process, which consumes several shared
bits, so that only 1 out 3 are finally used for generating keys.
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Table 1
Notation and definitions.

Notation Definition

N Set of optical/QKD nodes n

E Set of available bidirectional links (i, j) with i,j € N

G(N,E) Optical/QKD network

L Key length according to the encryption protocol used
[bits]

k, Key rate for request r [keys/s]

R Set of requests r = (src,dst,k) src,dst€ N ke€R

X Set of slots available in n € N to allocate devices of type
0

Y Set of slots available in n € N to allocate devices of type
1

z Set of slots available in n € N to allocate devices of type
2

N Set of switchable ports available in each optical switch

p A path (sequence of links (i, j))

v, Set of all candidate paths p for r

V4 Candidate path p for a key request r

L) Length in kilometers of link (i, j)

ha.jy Accumulated demand on the link (i, j) [keys/s]

SKR ) Secret key rate of a q-ch (i, j) [bits/s]

1, Switching and re-calibration time of a g-ch [s]

m Path multiplicity Vr € R. Normally m = 1 unless
redundant backup paths are required

T Time period for TDM [s]

B, Set of all neighboring nodes j of n where h; ; #0,i=n

€ Average relative cost difference between MILP and HA

2, Set storing the rate A - L/SKR Y, ) € p,h;; #0

Tl Number of Tx allocated at node n

Rierel Number of Rx allocated at node n

Stotal Number of optical switch ports allocated at node n

I"h'("i ) Number of g-ch needed to be placed on the link (i, )

T, T, T) Number of type 0, type 1 and type 2 Tx respectively,
allocated at node n using qTDM-HA

R,.R,,R! Number of type 0, type 1 and type 2 Rx respectively,

allocated at node n using qTDM-HA
S Set of links peering the node n, which has Tx capability,
with neighbor nodes with Rx capability

g, Set of links peering the node n, which has Rx capability,
with neighbor nodes with Tx capability

() Cost of one Tx unit [cost units, cu]

C’T"“” Total cost of Tx allocated [cost units, cu]

C; Cost of one Rx unit [cost units, cu]

C;;’“’ Total cost of Rx allocated [cost units, cu]

Cy Cost of one switch port unit [cost units, cu]

Cg"”’ Total cost of switch ports allocated [cost units, cu]

Cép Cost of establishing one km of q-ch [cost units, cu]

Cg’,’f’ Total cost for g-ch allocated in the network [cost units,
cu]

Cron Cifom Total cost of deployment with nTDM and qTDM

respectively [cost units, cu]

A Time devoted to a q-ch on (i, ) that is using a shared
device
Wi Time devoted to all g-ch on (i, j) associated with pairs of

transceivers of type 0

Fr, Fp, Fpo Accumulative factor that groups the sum of the time
fractions devoted in type 0, type 1, and type 2 Tx devices
Fr, Fri, Fro Accumulative factor that groups the sum of the time

fractions devoted in type 0, type 1, and type 2 Rx devices
Mean of resource utilization in a network under qTDM
Mean of resource utilization in a network under nTDM

RUnEn (%)

RUT (%)

5. Mixed integer linear programming for qTDM-QKDN: qTDM-
MILP

This section presents a cost-minimization model for deploying
qTDM-QKDN over an optical network with spare fibers designated for
QKD. The model can be seen as a WDM network employing shared QKD
transceivers, with the optical switches serving as the WDM equipment.
Table 1 defines the model’s parameters and variables, while Table 2
introduces the decision variables used in this work. Objective functions,
constraints, and auxiliary definitions will be explained throughout the
section.
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Table 2
Decision variables.

Variable

Definition

p;‘p Binary variable indicating if, for request r, the nodes
on path p have alternate Tx and Rx (1) or not (0)

Binary variable indicating if a type 0 Tx (Rx) is

assigned to node n in slot x (1) or not (0)

Binary variable indicating if a type 1 Tx (Rx) is

assigned to node n in slot y (1) or not (0)

Binary variable indicating if a type 2 Tx (Rx) is

assigned to node n in slot z (1) or not (0)

Binary variable indicating if a Tx at node i in slot x

and an Rx at node j in slot x’ establish a connection

(1) or not (0)

Binary variable indicating if a Tx at node i in slot z

through switch port s and an Rx at node j in slot y

establish a connection (1) or not (0)

Binary variable indicating if a Tx at node i in slot y

and a Rx at node j in slot z through switch port s

establish a connection (1) or not (0)

Binary variable indicating if a Tx at node i in slot z

through switch port s and an Rx at node j in slot z’

through switch port s’ establish a connection (1) or

not (0)

Continuous variable representing the time devoted to

key generation if ¢; ;) =1

Continuous variable representing the time devoted to

key generation if c(” oG =1

Continuous variable representing the time devoted to

key generation if c(, YIRS =1

Continuous variable representing the time devoted to

key generation if c(, gz =1

T, (R,x)
' (R
TR
T.(R,.)

Ci0,.0x)
o
(1,29).0.9)

’
c('-y)v(Jvzv»\)

"

c(l,zx).(j,z’.s’)

®i),.x)

a/
(1,2.5.0.9)

a/
((BUXVEZD)

,
i 250G, 5")

Let h; ;, represent the accumulative key demands k, on the link (i, /)
so that h ;) — h(;;) = 0, accounting from quantum relay paths p that
include both (i, j) and (j, i) (see Eq. (8)). This means that a key demand
routed over the link i — j can be fulfilled by a g-ch set up from a Tx
at node i to an Rx at node j or vice versa.

hijy =2, 2 ke, V@) EEG)VU.DED ®)

reR pe?,

Egs. (9) and (10) define T'*“! and R/' respectively, as the required
number of Tx and Rx at each node » to fulfill the accumulated demand
hgj, due to specific paths routed over (i,j). Both T/*4 and Ri%“!
include all types of transceivers mentioned in Section 4. In turn, S'oe!
at Eq. (11) defines how to compute the number of allocated optical
switch ports at node n, and Q. i at Eq. (12) determines the number
of established g-chs on the link (i, j) following the rule that a Tx was
allocated at i and a Rx at j otherwise Qi‘;l’:’j = 0.

T = 3T, o+ Y T+ YT, VnEN ©)
xeX yeY zeZ

R =% R, .+ > R, + YR VneN (10
xeX yeY zeZ

J /
Z 2 [L(f.z.ﬂl/ly) + E(/vyw.z.s)] +
(i.))EE zEZ s€S yeY

i=n

f I " "
s =3 T 3B Y X [ i)t YneN  AD
. Lz J z 5/
i=n
" 1
[T ¥4 + RIY.Z]
zeZ
2 X ouant
y XEX xex
fota — ’ ’ P
e =1 Zoer Zaez Tues [Shzngn *lngen|* VG EE (12)

DI c(’l’,z,s),(j.z’,x’)

2€ZseS ez s'es
The cost model contemplates not just the cost for QKD transceivers
(in Egs. (13) and (14) respectively) but also the cost of enabling the
qTDM-QKDN concept such as g-chs and switch ports (in Egs. (15) and
(16) respectively).

C;gtal — Cl]“ . Z T;DIH[ 13)
neN

Future Generation Computer Systems 164 (2025) 107557

Ctoral Cz z R:lotal a4
neN
| 1
Crata Cu Z S’r,ata (15)
neN
Ctoral Cu 2 Q;(ZZIJ) ) (16)
(.))eE

The objective function (see Eq. (17)) is to minimize the total de-
ployment cost for qTDM-QKDN (C;"T'%M). It is calculated using the
expression that gathers all the contributions mentioned before.

C{Z{%M C;?ml + C;gtal + C?’al + Cg;'al (17)

The objective function is constrained by Eq. (18) to Eq. (35). Thus,
Eq. (18) guarantees that each key demand between two end-to-end
nodes r € R has a minimum multiplicity of m quantum paths. Path
multiplicity is included in case path redundancy is required.

m— Z P, <0 VreR (18)
PEY,

In qTDM-QKDN, feasible paths include configurations such as [Tx]
- [Rx] - [Tx], where Rx is shared by both Tx, or [Rx] - [Tx] - [Rx]
when a Tx is shared by both Rx (QKD transceivers enclosed in [ ] rep-
resent network nodes with the corresponding transceivers allocated).
Additionally, configurations like [Tx] - [Rx Tx] - [Rx], [Tx] - [Rx Rx] -
[Tx], or [Rx] - [Tx Tx] - [Rx] are available to be implemented. The
latter solutions mirror those provided for the benchmark non-time-
sharing for QKD networks, as elucidated in Section 7. However, in these
cases, the intermediate transceivers are unshared, and our objective is
to minimize such instances while fulfilling the key demands.

In case a pair of QKD transceivers at both ends of the link (i, j) need
to establish a connection all or only a fraction of the time T, then a
g-ch has to be settled. This g-ch cannot be re-used for other pair of
QKD transceivers to set a connection. This uniqueness is ensured by
the Eq. (19) to Eq. (24).

> Z%xmxn 1 VxeX,neN 19
W)EE x'eX
> Y cungn <1 VX €X,nEN (20)
()EE xEX
!
Z Z Z Cipgsn ST VyEY,nEN 21
(. )EE zEZ sES
’

DD Y i S WWEY.nEN (22)
(L{‘)EE zEZ s€S

j=n

Vse S,
Z ZC(IZS)(Jy)+ Z Z Zc(xzs)Uz’ s S <1 zeZneN
(t/)EF yeEY (U)EF ez s'eS
23)
!/ " Vs €S,

Z Z Ciz9) + Z z 2 .2 5).(029) <l z€ZneN
(i.))EE yeY G)EE Z'eZ s'eS

Jj=n Jj=n

@4

The constraints given by Egs. (25) to (28) determine when a QKD
transceiver must be allocated at the end of a link according to the q-chs
established on that link or vice versa. For example if ¢ ) ;) = 1, it
just can be possible if 7, , = 1 and R,/ ,» = 1. The example can also be
read starting from the end.

V(i.j) € E,
2- Clix)(x!) ~ Tn,x - Rn’,x’ <0 X eX,xeX, (25)
n= i,n’ =j
V@i, j) € E,
2. C(,i.z,s),(j,y) — Tn . R’ S 0 z€Z,yEY,SES, (26)

n=i,n/=j
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(@i, j) € E,
2 C(,/ly),(i,z,s) - Tn,,y - R:,//'z <0 zeZ,yeY,seS, @7
n= j,n’ =i
Y(i,j)€E.Z € Z,
’ c(,i’.z,S).(j,Z’,S’) - T':/z RZ’ 2 S 0 s€S.z < {’S,.e 5 (28)
n=in =j

Constraints from (29) to (32) guarantee the allocation of dedicated
time (a, ', a’") for the establishment of a q-ch between QKD transceiver
pairs. When a pair of QKD transceivers on a link is of type 0, the
dedicated time for key generation is a« (Eq. (29)). If one transceiver
is type 1 and the other type 2, the devoted time for key generation is
«'. Finally, if both are type 2, the connection will be established during
a time o”. For o’ and o, the maximum time to be allocated to a q-ch
must consider the overhead of switching and re-calibration time of QKD
transceivers for every switching event, denoted as ¢,.

Gi0gn =T g <O NI (29)
a(,i,ZYS).UAw —T=t)- C(/i,z,s).(hy) <0 y\fée},izl)eGZE (30
iz~ T 1) €2y <O e (€29

(’!,Z $),3j,2" ") - (Tt (,lll ).,z ") <0 VS/feSZ,(fj)Zésff * (32)

The key generation process in our approach is carried out within a
period T on every QKD transceiver even for those that have to share
their working time among others, as we mentioned in Section 3. To do
so, we set the constraints (33) and (34), which restrict the time spent
on each shared QKD transceiver to be less than or equal to the cycle T.

!
x> [ %z s C(:‘z,s>,<j.y)]+

(1/)eEyEYsE
i=n <0 VzeZneN

" Ul —
Z Z [a(lzs)(j 2 5"y tJ"(i,z,s),U,z’.s’)] r

(i.))EE s€S ez s/ e
i=n

(33)
Z [ ! ] +
iy .z s) s (@.)(,2.5)
(i.,))EE yeY s€S
_[ =n
Z [

! M\ (izs
(0,21 ,57),(j,2,8)
(I])Eb AES ”/EZ.\ es
Jj=n

, <0 VzeZ,neN
F
s (“’A/)(IZA)]

(34

Last but not least, the constraint (35) ensures establishing as many
g-chs as needed to fulfill the value of hy; ;, on a link (i, j) during a time
T. As can be seen, this constraint is in charge of computing the times
required for each type of channel established on the link (i,j) so that
the accumulated key demand on the link hy; ;) is satisfied.

SKR; ;
(i)
T > Z ["(i,x).(/:x’) +a(j,x).(1.x’)] +
x€X yle
SKR,
T L ; é;s[ (zznw)”<fzswy)]+
ez .
hi jy— SKR(’ ) g <0 V(i,j)e E
. ”
T L DIPIDY [ (zy)</zs)+“’<fy)<zzn]+
yeY zeZ seS§
KR
('J " "
DIDIDNDY [(r,z.s),(/,z’,.s’)+"u.z,s>,(r,z’.x’)]
z€ZseSlezsles

(35)

Moreover, a key point of our study is the Resource Utilization
(RU) of these expensive QKD transceivers. A network with a high RU
ratio is essential to achieve a balance between capital expenditure and
operating efficiency. The RU for a QKD transceiver is defined as the
ratio of the useful working time (excluding the contribution of 7, as it
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does not contribute to useful key generation time) to the total working
cycle for each transceiver, which is T. In broad terms, the mean of RU
in a network is computed as the sum of the time corresponding to each
connection divided by the number of active QKD transceivers. If using
the same data inputs, we compare two different approaches to deploy
a QKDN, for instance, a lower RU indicates that resources (in this case,
the expensive QKD transceivers) are being used less efficiently with one
approach compared to the other.

To compute RU under the qTDM-QKDN concept, we use Eq. (36).
The numerator of this expression includes multiple factors F that
depend on the nature of the QKD transceivers.

RU‘;';S‘IZ)"M(%) _ FT+FR+FT’ +FR’ +FTH +FR// .100 (36)
ZneN (Tyfmal + R;atal)

Thus, Egs. (37) and (38) gather all the contributions from connec-
tions established by QKD transceivers of type 0, being determined by
the ratio of the time allocated for key generation to the cycle T if a g-ch
is established from i — j for the link (i, j) (refer to Eq. (37)). Conversely,
if the q—ch goes from j — i, Eq. (38) is applied.

Z Z Z Z Hix).(j.x) 37)

neN xeX (/j)EE x'eX

22 Y T Y amow (38)

neN x'eX (.)EE xeX
Jj=n

In the case of QKD transceivers of type 1, 7, should be excluded
from the formulation, as is well reflected in o’ which does not include
this overhead. Despite ¢, being a working time of QKD transceivers, it
does not lead to the generation of keys. Including it would artificially
inflate the value of RU (refer to Egs. (39) and (40)). Thus, the factors
Fp» and Fy account for the contribution on itself, while the incidence
of this time at the other end of the gq-ch where it shares time on a shared
device is accounted for by Fr» and Fgn.

1 !/
Fp=g-2 2 X 2 2 %ines 2

neN yeY (i.)EE zeZ seS
i=n

DIDNDIDIP I (40)

neN yeY (i.)EE zeZ s€S
j=n

FR’:

-

Finally, if a QKD transceiver is shared among others (type 2), its
factor F to compute the RU is determined by the accumulative time
devoted to the g-chs established through it. In this way, F includes
the contribution from both g-chs those of transceivers of type 2 that
connect to it, as well as those of type 1 that use the shared connection
(see Egs. (41) and (42)). Similar to the case before, 7, is not included
in the value of &' by definition.

22 Z 2 Z"(i.z,sx(j,yf’
1 neN zeZ (:,_leE SES yeYy (41)
Frpy = — - i=n

"oT 22X X XXX

%2902 )
neN zeZ (i.j)eE s€Szlezs'es

i=n
Z 2 Z Z Zya(/hy),(/,z,s)+

neN zeZ (:/)eL SES y€

AT (42)

neN zeZ (i,j)eE s€S ez s'esS
j=n

FR" =

~l-

6. Heuristic algorithm for qTDM-QKDN: qTDM-HA

Given the scalability issues that integer programming models show
to solve problems with a large number of variables, in this section, we
propose an alternative heuristic algorithm, QTDM-HA, that let us find
a close-to-optimal configuration for medium and large topologies in a
short time.

Primarily, the newly defined sets 6, and g represent links (i, /)
utilizing Tx or Rx capabilities at node . If node »n has a Tx capability,
and adjacent nodes j with Rx capability use it, these links are stored
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in 67 ; symmetrically, 6 is utilized. For instance, in the configuration
of QKD transceivers and optical switch ports in Fig. 2, that would be
obtained using our proposed tools, examples of these sets (67, and 6g )
include 5T2 ={(2,1),(2,3),(2,5)} and 5R3 ={(2,3),(6,3),(x,3)}.

The sets T,, R,, T!, R!, and sets of sets T!', R/ indicate the type of
QKD transceiver at any node, which may be of type 0, 1, or 2. Thus,
T and R/ store groups of links (i, j) belonging to a shared device (Tx
or Rx, respectively) at node ». In this manner, in T,, R,, T, and R],
links (i, j) are saved as QKD transceivers of type 0 and 1 using these
links for which » = i vn = j. As an example in Fig. 2, some values
would be T3 = {(3,2)}, R, = {3, D)}, T/ = (5.4}, R = {2, D}, T} =
{[2,1,(2,5),(2,3)1}, Rg’ = {[(2.5),(6,5)]}. Lastly, W, ; represents the
time dedicated to key generation, given that on link (i, j) one or more
g-chs of type 0 are established. Similarly, 4, ; signifies the portion of
time T for QKD transceivers of type 1 or 2 on link (i, j), including ¢,
and 4, <T.

In qTDM-HA, the central concept evolves around the selection of
a path (m = 1) for each r € R and allocating a sequence of pairs Tx
- Rx or Rx - Tx along those paths, but enabling time-sharing of QKD
transceivers if possible. The qTDM-HA operations can be divided into
three main steps outlined in a pseudo-code in Algorithm 1. Initially,
qTDM-HA chooses the paths for routing key demands (lines 3 to 11 in
Algorithm 1). Within these lines, a wise selection of quantum paths is
conducted, emphasizing those that minimize the average network (Q_,,).
Subsequently, qTDM-HA defines the connections of QKD transceivers
and determines the required capability (Tx or Rx) for each node n (lines
12 to 25 in Algorithm 1). Finally, qTDM-HA calculates the necessary
QKD transceivers and switch ports at each node, along with the number
of q-chs on each link and the time allocated to each connection (lines
26 to 41 in Algorithm 1). Ultimately, the cost is computed.

The algorithm begins by initializing essential variables and sets.
Note that a path is a sequence of links, and thus, the number of hops
in any path is given by |p| — 1. Although this reasoning will not be
explicitly mentioned in the subsequent analysis, it is considered in
the formulation of the algorithm. Before this, the set of requests R is
sorted on a decreasing key rate (k,), prioritizing the analysis of high-
demand requests. Subsequently, for each request r, candidate paths
are identified using the hops-based shortest path (p, ,), allowing all
paths for r (p,) as long as |p,,,| = |p,|. In cases of equal demands,
we employ additional sorting criteria, prioritizing routes based on
both the hops and length, thereby selecting paths with increased key
generation capacity for significant key demands (see Line 2). Following
this, qgTDM-HA enters a loop, selecting each r € R and finding a suitable
path p for it. To achieve this, the algorithm updates the value of A ;, for
each path involving the link (i, j) or (j,i). The subsequent computation
involves determining £ for each p such that, among all the 2, values
Vp € ¥,, the algorithm decides for the p resulting in the lowest network
load. This iterative process concludes with an updated 4 ;, serving as
input for the subsequent unanalyzed request r.

The rules for assigning Tx and Rx capabilities are detailed in lines
12 to 25. Initially, gTDM-HA assigns the Rx capability to the node with
the highest degree according to g,. Subsequently, a Tx capability is
assigned to all its neighbor nodes. The algorithm then traverses the
network topology, checking if each node has been analyzed or not,
and assigns capabilities accordingly. The final step in lines 20 to 25
is essential in cases where a link with &, ;) # 0 lacks a pair of Tx and
Rx capabilities at its ends, preventing the non-establishment of a q-ch
for that link.

To differentiate between the three types of QKD transceivers (refer
to Fig. 3), the initial step involves computing the number of dedicated
q-chs (Line 26). Subsequently, lines 27 to 33 determine whether a q-ch
can be a candidate to set a shared connection on a link through time-
sharing QKD transceivers. For this purpose, it is crucial to introduce
the new SKR’ : (corresponding to the worst-case for which q-chs are
established using transceivers of type 2 on Fig. 3) and the 7, in lines 28
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Algorithm 1 qTDM-HA

Require: G(N,E), R, I, SKR( ), SKRQ’,J), SKR(,{J,), ¥, T, 15, L, C}, Ch, C%, C&,
Ensure: C;‘;{%M’ TVIDYH/’ R:‘mﬂ[, S:‘oml, QYCL;:Z{/)
1: Initialize T, T), T)), R,, R, R/ in[]

2: Sort R by: 1st max(k,), 2nd p,, with fewest hops
3: for re R do

4 for pe¥, do

5 R jy = hj) + ke Y. )) € p

6: Q,=1{hgj - L/SKR | ¥(.j) € E}

7

8

h jy = hgjy — ke VG J) € p
end for
9: pre=p€W] X [2,4)] and Q, are minimum
(i.))EE

10: kg =hgy) +k VG Ep,

11: end for

12: Build g, = {(i,j)| ¥(.)) € E.hjj #0,n=i) Vn €N
13: Sort N by the highest |g,|

14: for ne N do

15:  if »n has no assigned Rx or Tx capability then

16: Assign Rx capability to n by adding 6, = {(i,/)| V(. )) € B,)

17: Assign Tx capability to the neighbor nodes of n adding or; = (i.j) V. J) € By
18:  end if

19: end for

20: for (i,j) € E do
21: if () #0 and A Tx - Rx capacity pair in (i, /) then

22: Set Rx capability to n,j =n by adding 5, = {(i,))}
23: Set Tx capability to n,i=n by adding &7, = {(i.))}
24:  end if

25: end for

e L
26: Compute W[; ;) = lSI(é}/{:ij)J V(@i,j) € E

27: for (i,j) € E do
gy L SKR(;
28:  if ( G.)) W, ) s (7) 'TY <1 and h;j) #0 then

K PN ()] 7
SKR j) SKR(U)
h <L SKR(; ;

. _ (M) _ Gj) | s
29 Ao = <5’<R<L/) W“’”) SKEG ;) T
30:  else

. iy L -

31: Wi j) = SKRep ‘T Yi,))€E
32:  end if
33: end for

34: Sort (i,j) € 61, and (i,j) € 6g,.n € N by the lowest value of 4

35: Scan 01,.Vn € N starting by the first link, grouping them into sets so that the sum of
their 4 ;) is less or equal to 1, then add each set to 7', and 4 ;) = 4 - T

36: Scan 6 R,»Vn € N starting by the first link, grouping them into sets so that the sum of
their 4 ;) is less or equal to 1, then add each set to R}/, and 4 ;) = 4 ;- T

37: Links (i, j) € 61, and ¢ R!! or (i,j) € bg, and & R set A; =0 and W; ;) = 9’(<+()u)

38: Add to T, the link (i, j),¥(i,j) € R)] and (i,j) € T,',Yn € N, and A; ;) =4 ;- T

39: Add to R), the link (i,)),V(i,j) €T) and (i,j) & R),Vn € N, and A; j = 4G ;- T

40: Add to T, the link (i, ), V(,j) € b6r,Yn€ N, X times, X ;) = [#L”-‘ , if 455 =0

hi iyL
. . L L : (i.j) i -
41: Add to R, the link (i,).V(,j) € zSRn\'/n € N, X times, X(Lj) = |VSKRU,j)“ , if A(,-ﬁj) =0

42: Compute T = |T,| +|T}| +|T!'| and R =|R,|+|R,|+|R"!| Vne N
43: Compute S = ¥ (|set|+ 1)+ Y (lset|+1) VneN
seteT;)! seteR)!
44: Compute QL‘Z"‘ = [Wupl+ 461 YG.)€E
(i.j)

i.j)
45: Compute C;“T“gM by Eq.(17)

46: Return Clgel . Tioel, Rioiel, siotel, Qiﬂh’(ﬂ/ , YneN.G.)EE
1]

and 29. One heuristic approach is applied on Line 34 to sort the links
by 4 ;, from smallest to largest, grouping them into sets where each
contains as many q-chs as will fit on a QKD transceiver. The subsequent
step involves creating a pool of shared QKD transceivers in each node,
achieved by filling T)" and R!/ with clusters of at least two g-chs on
links (i, j) (from zST” and 5Rn) where introducing an optical switch at
node » is considered useful for time-sharing implementation (lines 35
and 36). In each cluster, the sum of 4 ; must be less than or equal
to 1. Line 37 ensures that if no g-chs are established over a shared
transceiver on a link (i, j), then all QKD transceiver pairs on that link
will be of type 0. Lines 38 and 39 specifically handle devices of type 1,
with corresponding links saved in Tn’ s R;. Before the final calculations,
T, and R, are filled with the respective multiple links based on the
value of W, ;. Finally, qTDM-HA computes (lines 42 to 45) C;"T";)’ > and
finally it returns all variables involved in the proposed deployment.
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The reformulation of RU compared to qTDM-MILP maintains the
essence. It represents the time of use of a QKD transceiver (not in-
cluding ¢,) divided by the time 7. The formulas in Egs. (43) and
(44) describe the factor F due to QKD transceiver of type 0. In this
formula, W, ;, represents the total time devoted to a link for key gen-
eration attributed to transceivers not involved in a shared connection.
The denominator corresponds to the amount of q-chs resulting from
non-shared connections, multiplied by 7.

W, .
Fr = ) 43)
nen (jer, T - (QZ‘ZZ{/) - [A(i’j)]>
W, .
Fg= () (44)
N fer, T- (!~ T44,1)

While for those QKD transceivers that belong to a shared connection
but do not have a co-located optical switch the accumulative factor F
is computed by equations (45) and (46).

Fr=Y% Y —A“‘”T_ e “5)

neN (i, j)eT,
Ay —t
(i.j) s
Fpr = —_— 46
v=2 X 5 (46)
nEN (i.j)ER},

Finally, in the case of QKD transceivers of type 2, it is necessary
to consider the whole contribution of connection passing through it
(set € T” and set € R”)

IR IES S )

neN setGT” (i,j)Eset

DI S ()

nEN seteR)! (i.j)Eset

FT//

FR//

Then the mean of RU for qTDM-HA is calculated using Eq. (36).

7. Performance analysis

This section presents a performance analysis of our proposed model
and algorithm for the cost-effective deployment of gTDM-QKDNs. We
start by presenting the benchmark used to compare our approach.
After that, the input data and the assumptions made on the design
parameters to generate realistic numerical results through simulation
will be provided. Then we obtain an estimation of the goodness of
the heuristic qTDM-HA compared to the optimum qTDM-MILP on a
small network. After that, qTDM-HA is applied to medium and large
topologies, and the relative savings and other performance metrics
w.r.t. non-time-sharing schemes are analyzed.

7.1. Non-time-sharing QKDN: nTDM

In the context of our discussion, the approach Non-time-sharing
QKDN, abbreviated as nTDM, is a benchmark for us. This strategy
establishes chains of Tx and Rx pairs along each relay path. Conse-
quently, the feasible configurations involve dedicated pairs or sets of
QKD transceivers for each link. The number of pairs is dictated by
the key demands that the respective links must accommodate. This
approach forms a pool of devices at each node, without the need for
an identical number of transceiver pairs for each link. The preliminary
definitions and the cost model for this approach are presented below.
Note that the cost model does not include the cost of switch ports since
time-sharing is not considered, then switches are not used.

T = 3T, VneN (49)
xeX
RO = Y R, VneN (50)

xeX
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ol = N Y i Vi) EE (51)
x€X x'eX
Ctotul Cu Z T;vtal (52)
neN
Ctotal C; Z Rtnatal (53)
neN
1 !
' =Cen 2 O, (54)
(i,j)€EE
Clttyg = Cil+ gl + i 55)

The nTDM-MILP is subject to constraints similar to the gTDM-MILP.
Thus, the equations from Eq. (56) to Eq. (61) are in charge to meet the
operation under nTDM. The flow and logic of the constraints mirror
qTDM-MILP, with the distinction that the variables specifically pertain
to QKD transceivers of type 0. (see Fig. 3).

m— z p <0 VreR (56)
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> Z Cimiah S1 YXEX,nEN (57)
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Z Z Cli () S 1 VY eXx,neN (58)
(i.))EE xeX
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2- C(Ix)(/X’) T R,,/x/\O X/E).(,)fEX, (59)
n=in =j
v(i,j) € E,
0,6 ~ T gy SO CeXaxex (60)
SKR, ;
(i) ..
hijy =~ 2 2 [Hogan + 0G060] SO VEHEE (61

x€X x'eX

In cases where we need to use the qTDM-HA for larger networks,
an nTDM-HA becomes essential to compare results on the same terms
since heuristic algorithms leave solutions by the wayside in favor of
the speed with which they deliver a result. In other words, it is not
fair to compare qTDM-HA with nTDM-MILP. Thus arises the Heuristic
Algorithm for nTDM-QKDN (nTDM-HA) with the pseudocode depicted
at Algorithm 2.

Algorithm 2 works similarly to Algorithm 1 when exploring can-
didate paths to determine the optimal selection for establishing the
end-to-end key relay path. Once the paths are established, and the cor-
responding demands for each link are known, pairs of QKD transceivers
are allocated to each link until the demand is fulfilled (lines 12 and 14).
Subsequently, the cost of deployment is computed.

The mean of RU for the nTDM approach is calculated using Eq. (62).
Notably, this calculation exclusively considers the contribution of QKD
transceivers of type 0. This emphasis is evident in the inclusion only
of the factors F; (as per Eq. (37)) and Fy (as per Eq. (38)) in the
numerator. In the case of nTDM-HA, the factors involved are the same
but determined by different equations (F, via Eq. (43) and Fy via
Eq. (44)) where 4;;=0 because they are unshared QKD transceivers.

Fp +F,
rT R 100 (62)

RU Mean (%) .
nen (Tl + Rigrel)

nTDM = 3

7.2. Methodology, input data and assumptions

The topologies depicted in Fig. 5 will be used to analyze the per-
formance of qTDM-QKDN and the proposed time-sharing computation
tools. Thus, we have (a) the Vienna Quantum Key Distribution Network
(SECOQC) [41], (b) A six-node graph (for testing purposes), (c) Madrid
Quantum Communications Infrastructure (MadQCI) [21], and (d) the
well-known National Science Foundation Network (NSFNET) scaled
down to feature distances within 0-80 km. The key length is assumed
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(a) Vienna QKDN (SECOQC).

(b) Six-nodes graph.

Future Generation Computer Systems 164 (2025) 107557

2247 km

(c) Madrid QKDN (MadQCI). (d) National Science Foundation (NSENET).

Fig. 5. Topologies used in the analysis.

Algorithm 2 nTDM-HA

Require: G(N, E), R, l(,J), SKR(,»J), SKR'

@)
. (Ctotal total total total
Ensure: CqTDM, 7", R, Qch“./)

4 u u u
SKR! ¥, T, L, C}, C4, Ck,
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3: for re R do

4 for pe ¥, do
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8 end for
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(i,))EE
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11: end for
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SKR(; j)

13: Add to T, the link (i, ),V(i,j) € E, X times, X; j, = [

— } if hjy=0.i<j

14:

15:
16:

17:
18:

Add to R, the link (i,/),Y(i,/) € E, X times, X; ) = [ Lo } if hjy=0,i<j
ij

Compute T,ﬁ“”’/ =|T,| and RI%“ =|R,| Vne N
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Compute Qch(w) =[Wipl VG.J)€EE
Compute c;f;'"[; o by Eq. (55)
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constant and set to L = 256 bits (e.g. for AES 256). Each request
r includes all key demands between a pair of nodes (src,dst) in any
direction; this means that a key rate k, includes both the key demands
originated at src and those originated at dst. Unless otherwise specified
a single path must carry the whole demand (m = 1). The number
of candidate paths to route a request r can vary depending on the
difference in hops (|p,| — |p, ;,|) between any candidate path (|p,|) and
the hop-based shortest path (| pw,l) between (src, dst) for r. Lastly, we
consider that the g-chs through a link are truly isolated from each other,
then only the impairments introduced by the optical switch and the
attenuation of the g-ch fiber influence the key generation rate SKR as
calculated in Section 4.

7.3. A small example on the SECOQC network

Fig. 6 allows us to compare both approaches (nTDM and qTDM)
on a small topology: the SECOQC network. The set of end-to-end key
demands R follows R = {(src,dst, k)| Vsrc,dst € N,src # dst,k =
10 keys/s}. Fig. 6(a) shows the conventional non-time-sharing QKD
transceivers deployment required to satisfy the predefined demands.
Since QKD transceivers are unshared, each q-ch has a dedicated pair
of transceivers, which leads to a high number of QKD transceivers (14
in total). Each link has been labeled with a time #,,_,, that denotes
the time devoted to key generation to fulfill the demand traversing the
link. The time ¢,,_,, also unveils that the quantum signal is generated
on the side of the transmitter (x) to the receiver (rx). Since there is
no switching of quantum end-points at all, then there is no overhead
t, for switching and re-calibration. Thus, ¢,,_,, does not include such
overhead. The deployment depicted in Fig. 6 was achieved through
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(a) Deployment using nTDM-MILP.
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(b) Deployment using qTDM-MILP.

Fig. 6. Deployments obtained with the benchmark of dedicated QKD transceiver pairs
per each link (a) vs. with shared QKD transceivers (b) (C} = 100 cu, Cy = 150 cu,
Cs=10cu, C., =0.1 cu, T=1800s, t, = 120 s, |p,| = |p,,| = O, k, = 10 keys/s Vr € R).

the utilization of the MILP developed for both the nTDM and qTDM
approaches.

Analyzing the deployment obtained by nTDM-MILP, the allocation
of transceivers is not uniform. As can be seen, link (1, 2) is much longer
than the others in terms of distance. This implies a lower secret key
generation capacity on this link, making it necessary to provision two
g-ch in parallel to satisfy the demand. Therefore, this link, in principle,
will be a bad candidate for QKD transceiver sharing if the accumulated
demand on it approaches the poor capacity of the key generation of the
link.

For this particular deployment, the mean of RU is 38.43%. For this,
there is very low utilization of the expensive QKD transceivers. For
instance, g-chs on links (3,2) and (5, 2) have dedicated transceivers that
only use 3.3% (60.6 s out of 1800 s) and 5.1% (91.7 s out of 1800 s)
each one respectively, of the total cycle T to satisfy the demands carried
over those links.

On the other side, Fig. 6(b) shows the same scenario designed
and operated with qTDM-QKDN. Under our approach, the number
of deployed devices is 11 in total (making a difference to the 14
transceivers that are used with nTDM), thanks to the time-sharing
of under-utilized transceivers like the ones used to serve the links
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Table 3 Table 4

Summary of metrics obtained to apply MILP and HA to randomly generated scenarios. Cost values used for savings analysis.
Label Approach € (%) Avg. runtime (s) Label Ci(cu) Clcw) Ci(cu) C¢,(cw)

MILP HA Scenario # 1 100 150 10 0.1

SECOQC nTDM 3.24 0.20 0.002 Scenario # 2 150 300 10 0.1
Six-nodes graph nTDM 1.89 0.25 0.003 Scenario # 3 150 300 20 01
SECOQC qTDM 6.92 74.90 0.002 Scenario # 4 150 300 50 0.1
Six-nodes graph qTDM 9.64 523 0.002

(3,2),(3,4),(5,2) and (5,4). For this case, the time dedicated to each q-
ch 7,._,. labeling the links includes the overhead due to g-ch re-start
time ¢, as the price to pay for switched quantum schemes. This time
t, cannot be underestimated with the state-of-the-art QKD technology
(in the order of minutes), although it is expected to be reduced with
new generations of QKD transceivers. On the other hand, #,_, and 7¢_,4
only include the necessary time for key generation (not include ¢,),
given that their transceivers are unshared. Thus, with qTDM-QKDN is
possible to orchestrate a network performance combining dedicated
and time-sharing QKD transceivers for the sake of savings on initial
CAPEX expenses.

The metric of Relative Savings (R.S) is introduced to compare in
terms of deployment cost both approaches. It illustrates the poten-
tial savings achievable through the adoption of a shared transceiver
(qTDM) strategy compared to the total investment required for deploy-
ing a non-time-sharing strategy (nTDM) to meet an equivalent set of

demands.

total
nTDM

total
CnTDM

_ (total
CqTDM

RS(%) = - 100 (63)

Comparing nTDM and qTDM in terms of cost for this small example,
the deployment cost of a QKDN with nTDM is 1780.3 cost units,
however, using qTDM-MILP it would be 1400.3 cost units, a 22% in
terms of relative savings. In addition, it is remarkable that the mean of
QKD transceiver utilization (RU) with qTDM-MILP becomes 56.65%,
much higher than with nTDM: 38.43%.

The top-level deployment scheme shows that nTDM is a good ap-
proach for overloaded links. It means links that handle more traffic than
their capacity can comfortably support, for example, links (1,2) and
(4,6). The model qTDM-MILP as qTDM-HA can discriminate the cases
where the load or key demand makes sharing transceivers convenient,
from the cases where a dedicated connection of transceivers of type 0
is required because of its higher load. In this way, qTDM yields the best
results in terms of savings and, in the worst case, the same results as
nTDM.

To assess the goodness of the developed heuristic algorithms, sim-
ulations were conducted using randomly generated scenarios on both
SECOQC and Six-node graph topologies. A summary is presented in
Table 3. The simulations were performed 100 times over each net-
work. Each execution is a different scenario for which the k, Vr € R
and /;; ¥(i,j) € E follow a uniform distribution. The set of key
demands for each scenario was R = {(src,dst, k)| Vsrc,dst € N,src #
dst,k ~ U(10,50)}, the length of the links was /;; ;, : (i,j) = {x| x ~
U(10,80)} V(i,j) € E. Finally, the ratios 7/1,, CR/C; and Cs took
random values from predefined sets. In case of T/t; from the set
{2.3.8,12,24), C4/C¥ = {1,152} and C% = {10,20,50} for each
generated scenario. Fixed values were chosen for the rest of parameters:
Ch, =01 cu, |pl = lp,l = 0, X = {1.23.4), Y = {1,2.3,4}, Z =
{1,2,3,4} and S = {1,2,3,4}. Tabla 3 reflects the good performance
of the heuristics algorithms proposed, obtaining an average of relative
deployment cost difference between MILP and HA € = 3.24% and
¢ = 1.89% for nTDM and € = 6.92% and ¢ = 9.64% in case of qTDM. The
results with qTDM-HA were calculated for a mean of 0.002 s per simu-
lation in both topologies, however, the runtime of TDM-MILP increases
considerably as the topology becomes more complex as happened for
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the Six-nodes graph and qTDM. The simulations were carried out on
an 11th Gen Intel(R) Core (TM) i7-11800H @ 2.30 GHz with 32 GB of
RAM. From now on, the results calculated for both approaches will be
given by using their respective heuristic algorithms. The source code of
both the mixed integer linear programming models and the algorithms
developed in this work can be consulted free of charge at any time
at [42].

7.4. Cost-savings analysis

Cost-savings analysis is crucial to study the economic feasibility
within a QKDN. It involves evaluating potential benefits from spe-
cific configurations and identifying cost patterns that minimize capital
expenses. For that, four scenarios were defined in Table 4. The four sce-
narios follow the principle that a Tx is less complex and, consequently,
less expensive than a Rx. Given that the prices of commercial products
are generally not disclosed, it is well-known that single-photon detec-
tors on the Rx side are generally expensive [43]. To explore the variable
impact of these cost ratios, we propose scenarios where the relationship
between these costs fluctuates. Additionally, an examination of how the
cost of switching devices influences the utilization of shared devices

The simulations conducted on MadQCI and NSFNET for those sce-
narios, as depicted in Fig. 7, illustrate the RS. Notably, this relative
savings consistently remains lower or equal to the established thresh-
old set to 0 for both graphs. This validates the said before: qTDM
yields the best results in terms of savings and, in the worst case,
the same results as nTDM. The RS curves exhibit non-monotonic
behavior, marked by subtle peaks, signifying the asymmetric respon-
siveness of both models to increased demand as can be seen in Fig. 8.
These simulations underscore the efficacy of our qTDM approach,
demonstrating savings exceeding 40% in Fig. 7(a) compared to nTDM,
particularly under the most favorable cost-savings scenario (Scenario
2). In Fig. 7(b), the ratio exceeds 40% in low-load scenarios, especially
in the optimal cost-effective scenario (depicted by the orange line).
The distinctive characteristic of NSFNET, featuring a portion of links
over 60 km (as observed in Fig. 4, where the key rate experiences a
sharp decline), contributes to the gap for the RS compared to MadQCI.
Unlike MadQCI, which lacks such links, the presence of key gener-
ation capacity-stressing q-chs in the network challenges the efficacy
of qTDM. Nevertheless, its utility persists, as it strategically utilizes
sharing opportunities, yielding savings wherever feasible.

In Scenario 2, characterized by a significant disparity between Cj.
and Cj, with C¢ assuming a lower value in the analysis, remarkable
savings are observed. The low cost of switch ports plays a pivotal role,
as their relatively inexpensive nature encourages the qTDM approach.
Moreover, when the cost difference between one unit of Tx and Rx is
substantial, qTDM motivates the allocation of one type above the other.
However, in general, we can conclude that the feasibility of qTDM
depends on how cheap is the technology behind optical switches. This
is the main reason to be Scenario 4 the worst one with Ci = 50 cuy,
fading the advantage of sharing QKD transceivers.

Fig. 8 compares, in terms of deployment costs and resource uti-
lization, qTDM-HA and nTDM-HA applied to the topologies MadQCI
(Fig. 5(c)) and NSFNET (Fig. 5(d)) for a specific input data. For these
simulations, the worst-case scenario where every end-to-end key de-
mand has the same value was chosen, thus k, grows from 0 keys/s up to
100 keys/s in multiples of 10 per each x-value on the figure. The values
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(b) Simulations using NSFNET.

Fig. 7. Relative savings evolution for every end-to-end key k, demand with the same
value varying from 0 to 100 bits/s (T'/t, =6, |p,|=|p,,| = 0). The results were obtained
using qTDM-HA and nTDM-HA.

for the cost were Cf =100 cu, Cy. =150 cu, C =10 and C¢,=01cu
per kilometer. This election is consistent with the greater complexity
of an Rx device compared to Tx, assuming using inexpensive optical
switches and the cost of using a dedicated fiber or channel due to the
maturity of such technology and their extended deploys. We refer to
the range from 0% < RU/FT, - < 50%, as the low-load zone. Essentially,
this zone delineates the boundary for optimal RS limits. Beyond it, we
can see how the savings effect is blurred.

It can be observed in Fig. 8 that qTDM-HA consistently achieves
lower costs than nTDM-HA, even with greater RU. Furthermore, as
previously noted, the transition from one key demand on the x-axis
to another does not consistently alter the cost on the y-axis for either
or both approaches. This observation underscores that the nTDM and
qTDM models exhibit a non-asymmetric response to increasing key
demands.

RS moves between 40% (5 keys/s) and 10% (55 keys/s) for low-
load zones in Fig. 8(a). As demand grows, the smoother growth of
qTDM-HA reveals a better pay-as-you-grow behavior. At high loads,
the relative savings become lower as the fraction of shared devices is
smaller because the links usually work at the limit of their capacity. The
RU for both approaches experiences a fall every time the increases of
k, require the allocation of more QKD transceivers to fulfill the new
demand.

The behavior in Fig. 8(b) is similar to the case with MadQCI. The
low-load zone (30%-15% of relative savings) is narrower due to links
over 60 km (as observed in Fig. 4, where the key rate experiences a
sharp decline). Even for key demands beyond the low-load is possible
to obtain savings wherever the device saturation permits it. However,
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Fig. 8. Deployment cost and resource utilization by both qTDM-HA and nTDM for
different keys demand from 0 to 100 bits/s k, (C;. = 100 cu, Cj =150 cu, C§ =10 cu,

c, =01 cu, T/1, =6, |p,| = p,.,] = 0.

it is remarkable that in case sharing QKD transceivers is not possible
(k, = 70 keys/s and k, = 75 keys/s in Fig. 8(a)), qTDM-HA gives us
the same deployment cost as nTDM-HA, therefore, there is no reason
for its non-utilization. Furthermore, in this figure, one can appreciate
the asymptotic behavior of RU to 100% and the coincidence in RU
for qTDM-HA and nTDM-HA when k, = 70 keys/s and k, = 75 keys/s
and sharing is not convenient. These outcomes, as anticipated, further
validate our work, demonstrating that even under this scenario, our
qTDM model provides similar results to those with nTDM.

As discussed in Section 3, the TDM period T is an important open
design parameter. It has to be properly chosen since it drives the
network bootstrapping time and permits or not the key generation
over shared QKD transceivers because it dictates the overhead due to
t,. Given that ¢, is intrinsic to the utilized QKD transceivers, network
designers can influence the system by selecting the value of T. The
simulations shown in Fig. 9 compute the evolution of the deployment
cost due to the progressive increase in the value of k, (as in Fig. 8), but
now the process is repeated for different values of 7'/t,. In Figs. 9(a)
and 9(b) the nTDM tag on the x-axis corresponds to non-time sharing
for which the QKD transceivers are unshared (¢, does not exist); then,
the simulations are independent of 7'/¢,. In the case of MadQCI, it is
noteworthy that setting a value of T close to ¢, results in an undesir-
able situation similar to nTDM. This implies that introducing optical
switches to leverage the underutilized time in nTDM is not feasible
due to the high overhead r,/T. Conversely, increasing the time T to
its maximum does not necessarily lead to cost savings. Approaching
t,/T = 0 does not guarantee increased savings. Although the mean
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Fig. 9. Box plots for the evolution of deployment cost for different ratios 7'/t; (C} =
100 cu, Cy =150 cu, C§ =10 cu, C¢, = 0.1 cu, |p,| = lp, | = 0).

cost significantly decreases for T/t;, = 12 compared to T/t; = 2,
setting T'/t, = 24 despite doubling the rate, still yields similar results
to T'/t, = 12. Hence, for a qTDM deployment in a network resembling
MadQCI’s sharing pattern depicted in Fig. 9(a), the optimal selection
for T aligns with T =12 - ¢,.

However, for NSFNET in Fig. 9(b) increasing the values of T' con-
cerning ¢, does not provide substantial additional savings. For this
topology, many links are close in terms of length to the zone where key
rate experiments a sharp decline, as illustrated in Fig. 4. However, as
we pointed out before, although the overall performance looks similar
in Fig. 9(b) is possible to obtain light savings in the deployment cost
for each particular case.

8. Conclusions and future work

This work demonstrates that Time-Division Multiplexing of QKD
transceivers (qTDM) at periodic intervals is a viable approach to de-
signing and exploiting the first generations of real QKDNs in a cost-
effective way. Sharing QKD transceivers employing inexpensive low-
loss switches can yield substantial cost-savings, which we quantified
for several topologies and with different secret-key renewal rates. To
implement qTDM on QKDNs, we proposed a mixed integer linear
programming model (qTDM-MILP) and a heuristic algorithm (qTDM-
HA) to route end-to-end secret-key renewal rates through the network
and compute the share of time, within a period, that each device needs
to devote to peer with another device at adjacent nodes. Additionally,
transmission impairments due to fiber and optical switching are also
considered assuming the use of the BB84 QKD protocol, but the adap-
tation to other protocols is straightforward. Both the optimal model
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and the quasi-optimal algorithm accurately estimate how many QKD
transceivers, optical switch ports, and g-chs are needed in a deploy-
ment. Both qTDM-MILP and qTDM-HA deal with dedicated and shared
transceivers, considering the re-calibration time before key generation
to make decisions on when sharing is feasible or not for the sake of
deployment cost. The resulting QKD network deployments under qTDM
achieve relative cost-savings up to 40% compared to the baseline non-
time-sharing QKDN (nTDM) scheme. Furthermore, QKD transceivers
are allocated only when they become strictly necessary, and their
capabilities are leveraged to support multiple key-exchange routes right
from the start, providing a smoother pay-as-you-grow scheme than
with nTDM. Simulations show that proper adjustment of the period
T of qTDM-QKDN is important because of its impact on cost saving
and relative overhead. Pending questions, like time-alignment issues of
the time shares computed for the QKD transceivers, is not addressed
here due to lack of space, and will be described in a follow-up article.
Leveraging genetic algorithms holds promise for addressing this kind of
combinatorial problems [44,45], an approach also left for future work.
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